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Cyber Terrorism in The Video Games Environment and The Role of The Teacher
in Confronting It: A Mixed-Method Study

Abstract:

The current study aims to investigate a significant social phenomenon
concerning school students exposed to cyber terrorism within videogaming
environments, while also examining the role of the teacher as a leader within the school
community in confronting this form of terrorism. To achieve the study’s objectives, a
mixed-method approach was adopted using the sequential exploratory analysis method.
The qualitative phase involved objective analysis of prior studies within the Arab
environment to identify manifestations of cyber terrorism. Based on this, a quantitative
questionnaire was developed comprising seventy-one statements across two key
dimensions: manifestations of cyber terrorism in the videogaming environment—
categorized into yellow, orange, and red zones—and the role of the teacher as a leader
In countering this terrorism. The instrument was administered to a random sample of
high school students in the Medina region of the Kingdom of Saudi Arabia. Findings
revealed a 76.2% increase in manifestations of cyber terrorism in the gaming
environment, while respondents indicated an 85.89% agreement with the proposed
teacher role.

Approval percentages for the manifestations of cyber terrorism across
dimensions were as follows: social (79.58%), health (77.99%), religious (76.37%),
cultural (75.75%), political (73.55%), and economic (71.02%). Regionally, approval
rates were highest in the yellow zone (78.7%), followed by the red (76.14%) and orange
(73.41%) zones. The PEGI 18 game category ranked first in all regions, with prevalence
rates of 85.97% in yellow, 84.95% in red, and 83.39% in orange. Similarly, this
category topped all dimensions: political (81.98%), social (90.35%), cultural (84.44%),
religious (83.27%), economic (80.61%), and health (85.49%). The study concluded with
a proposed teacher leadership role consisting of seven main dimensions according to the
TLMS model. These include promoting a collaborative culture between teachers and
students to confront cyber terrorism, encouraging teachers’ research and professional
development, leveraging modern technologies for effective communication with
students' families, and fostering a deep understanding of students' needs along with
effective advocacy.

Keywords: cyber-terrorism - video games- the role of teacher as a leader -TLMS
Model.
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